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2YHUYLHZ
3LQJ&$3 LV DQ HQWHUSULVH�OHYHO RSHQ�VRXUFH GLVWULEXWHG GDWDEDVH VHUYLFH SURYLGHU IRXQGHG LQ ����� SURYLGLQJ RSHQ�VRXUFH

GLVWULEXWHG GDWDEDVH SURGXFWV� VROXWLRQV DQG FRQVXOWLQJ� WHFKQLFDO VXSSRUW� DQG FHUWLıFDWLRQ WUDLQLQJ VHUYLFHV� :H DUH FRPPLWWHG WR

SURYLGLQJ JOREDO FXVWRPHUV DQ RSHQ� HĴFLHQW� VHFXUH� UHOLDEOH� DQG FRPSDWLEOH GDWD VHUYLFH SODWIRUP WR ERRVW SURGXFWLYLW\ DQG

DFFHOHUDWH HQWHUSULVH GLJLWDO WUDQVIRUPDWLRQ DQG XSJUDGH�

8QGHU +,3$$� 3LQJ&$3 LV D %XVLQHVV $VVRFLDWH� 7KLV +,3$$ :KLWHSDSHU �WKH �:KLWHSDSHU�� SURYLGHV DQ RYHUYLHZ RI WKH UROHV DQG

UHVSRQVLELOLWLHV XQGHU +,3$$� DQ LQWURGXFWLRQ WR RXU SURGXFWVŖ VHFXULW\ IHDWXUHV DQG FDSDELOLWLHV� DQG WKDW FDQ VXSSRUW GHYHORSHUV

DQG FXVWRPHUV ZKR DUH VXEMHFW WR +,3$$ UHTXLUHPHQWV�

7KH :KLWH 3DSHU LV VXLWDEOH IRU VPDOO� PHGLXP� DQG ODUJH EXVLQHVVHV DQG LQGLYLGXDO FXVWRPHUV ZKR XVH 3LQJ&$3 SURGXFWV� ,W

RXWOLQHV 3LQJ&$3
V ODWHVW VKDUHG UHVSRQVLELOLW\ PRGHO� SULYDF\ SURWHFWLRQ� DQG VHFXULW\ PHDVXUHV DQG LV VXEMHFW WR UHJXODU XSGDWHV�

+,3$$�+,7(&+

'HıQLWLRQ

3URWHFWHG +HDOWK ,QIRUPDWLRQ �3+,�� +HDOWK LQIRUPDWLRQ PDLQWDLQHG RU WUDQVPLWWHG E\ FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV LQ DQ\

IRUP RU PHGLD �LQFOXGLQJ SDSHU RU HOHFWURQLF�� 7KH LGHQWLıDEOH KHDOWK LQIRUPDWLRQ FUHDWHG� UHFHLYHG� PDLQWDLQHG� RU WUDQVPLWWHG

HOHFWURQLFDOO\ LV GHıQHG DV HOHFWURQLFDOO\ SURWHFWHG KHDOWK LQIRUPDWLRQ �H3+,��

&RYHUHG (QWLWLHV� $ KHDOWK SODQ� KHDOWK FDUH FOHDULQJKRXVH� RU KHDOWK FDUH SURYLGHU ZKR WUDQVPLWV DQ\ KHDOWK LQIRUPDWLRQ

HOHFWURQLFDOO\ LQ FRQQHFWLRQ ZLWK D WUDQVDFWLRQ� VXFK DV FODLPLQJ KHDOWK FDUH FRPSHQVDWLRQ WR D KHDOWK SODQ�

%XVLQHVV $VVRFLDWH� $Q LQGLYLGXDO RU HQWLW\� EXW RWKHU WKDQ LQ WKH FDSDFLW\ RI D PHPEHU RI WKH ZRUNIRUFH RI VXFK FRYHUHG HQWLWLHV�

SHUIRUPV D IXQFWLRQ RU DFWLYLW\ RQ EHKDOI RI WKH FRYHUHG HQWLW\� LQFOXGLQJ FUHDWLQJ� UHFHLYLQJ� PDLQWDLQLQJ� RU WUDQVPLWWLQJ SURWHFWHG

KHDOWK LQIRUPDWLRQ�

%XVLQHVV $VVRFLDWH $JUHHPHQW �%$$�� $Q DJUHHPHQW EHWZHHQ FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV RU EHWZHHQ EXVLQHVV

DVVRFLDWHV DQG WKHLU VXSSOLHUV UHTXLUHG E\ +,3$$ WR UHVWULFW EXVLQHVV DVVRFLDWHV IURP DSSURSULDWHO\ SURWHFWLQJ 3+, DQG VSHFLI\

XQGHU ZKDW FRQGLWLRQ EXVLQHVV DVVRFLDWHV FRXOG SURFHVV DQG GLVFORVH 3+,�

+,3$$�+,7(&+ ,QWURGXFWLRQ

7KH +HDOWK ,QVXUDQFH 3RUWDELOLW\ DQG $FFRXQWDELOLW\ $FW �+,3$$� ZDV VLJQHG LQ ����� ,W UHJXODWHV YDULRXV KHDOWKFDUH LQGXVWULHV�

LQFOXGLQJ WUDQVDFWLRQ UXOHV� LGHQWLıFDWLRQ RI PHGLFDO VHUYLFH SURYLGHUV� LGHQWLıFDWLRQ RI SUDFWLWLRQHUV� PHGLFDO LQIRUPDWLRQ VHFXULW\�

PHGLFDO SULYDF\� KHDOWK SODQ LGHQWLıFDWLRQ� WKH ıUVW UHSRUW RI LQMXU\� LOOQHVV UHSRUWLQJ� DQG SDWLHQW LGHQWLıFDWLRQ�

,Q ����� WKH LVVXH RI +,7(&+ VWUHQJWKHQHG +,3$$ LQ VHYHUDO ZD\V� LQFOXGLQJ H[WHQGLQJ WKH VFRSH RI VHFXULW\ UXOHV WR WKH EXVLQHVV

DVVRFLDWHV RI FRYHUHG HQWLWLHV� ,Q DGGLWLRQ� EXVLQHVV DVVRFLDWHV VKRXOG DOVR FRPSO\ ZLWK WKH QHZ SULYDF\ UXOHV DQG EUHDFK

QRWLıFDWLRQ UXOHV�

7KH 3ULYDF\ 5XOH UHTXLUHV DSSURSULDWH SULYDF\ VDIHJXDUGV WR SURWHFW 3+, DQG VWULFWO\ OLPLW WKH XQDXWKRUL]HG XVH DQG GLVFORVXUH RI

SDWLHQW
V LGHQWLıDEOH KHDOWK LQIRUPDWLRQ� 8QGHU WKH 3ULYDF\ 5XOHV� SDWLHQWV DOVR KDYH ULJKWV� LQFOXGLQJ DFFHVV WR DQG REWDLQ FRSLHV RI

3+, DQG UHTXHVWV IRU FRUUHFWLRQV�
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7KH 6HFXULW\ 5XOH UHTXLUHV WKDW FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV WDNH DSSURSULDWH VHFXULW\ PHDVXUHV WR SURWHFW 3+, FUHDWHG�

UHFHLYHG� XVHG� RU PDLQWDLQHG E\ WKHP� ,W UHTXLUHV DSSURSULDWH DGPLQLVWUDWLYH� SK\VLFDO� DQG WHFKQLFDO VDIHJXDUGV WR HQVXUH 3+,
V

FRQıGHQWLDOLW\� LQWHJULW\� DQG DYDLODELOLW\�

7KH %UHDFK 1RWLıFDWLRQ 5XOH UHTXLUHV FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV WR QRWLI\ VWDNHKROGHUV DERXW EUHDFKHV RI 3+, LQ D

WLPHO\ PDQQHU�

7KLV ZKLWH SDSHU GLVFXVVHG ERWK +,3$$ DQG +,7(&+ UHTXLUHPHQWV�

6KDUHG 5HVSRQVLELOLW\ 0RGHO
3LQJ&$3 KDV FUHDWHG DQ RSHQ�VRXUFH GLVWULEXWHG UHODWLRQDO GDWDEDVH SURGXFW FDOOHG 7L'% DQG D IXOO\ PDQDJHG

'DWDEDVH�DV�D�6HUYLFH �'%DD6� FDOOHG 7L'% &ORXG� 7L'%� DV DQ RSHQ�VRXUFH GLVWULEXWHG UHODWLRQDO GDWDEDVH� FDQ EH LPSOHPHQWHG

E\ FXVWRPHUV ZLWK 3LQJ&$3
V DVVLVWDQFH� &XVWRPHUV XVH DQG PDLQWDLQ WKH GDWDEDVH DQG WDNH FRUUHVSRQGLQJ VHFXULW\

UHVSRQVLELOLWLHV� ,Q DGGLWLRQ� 3LQJ&$3 SURYLGHV QHFHVVDU\ WHFKQLFDO FRQVXOWLQJ VHUYLFHV DQG VXSSRUW XSRQ FXVWRPHUVŖ UHTXHVW� 7L'%

&ORXG� DV D '%DD6 SURGXFW� FDQ EH GHSOR\HG E\ FXVWRPHUV E\ FUHDWLQJ D 7L'% &ORXG FOXVWHU RQ *RRJOH &ORXG 3ODWIRUP �*&3� RU

$PD]RQ :HE 6HUYLFHV �$:6� WR IRUP PLVVLRQ�FULWLFDO DSSOLFDWLRQV TXLFNO\� 7KH VHFXULW\ UHVSRQVLELOLW\ RI WKH GDWDEDVH LV VKDUHG

EHWZHHQ 3LQJ&$3� FXVWRPHUV� DQG FORXG VHUYLFH SURYLGHUV �*&3 RU $:6��

%HIRUH FXVWRPHUV XVH 7L'% &ORXG� WKH\ VKRXOG XQGHUVWDQG WKH VHFXULW\ UHVSRQVLELOLW\ VKDUHG EHWZHHQ 3LQJ&$3 DQG FORXG VHUYLFH

SURYLGHUV� $V WKH GHYHORSHU RI 7L'% &ORXG� 3LQJ&$3 LV UHVSRQVLEOH IRU WKH SURGXFW
V VHFXULW\ DQG SURYLGHV GDWDEDVH VHFXULW\

IHDWXUHV WR PHHW FXVWRPHUV
 QHHGV LQ GLĳHUHQW LQGXVWULHV� 2Q WKH RWKHU KDQG� FORXG VHUYLFH SURYLGHUV �*&3 DQG $:6� SURWHFW WKH

FORXG LQIUDVWUXFWXUH� FXVWRPHUV DUH UHVSRQVLEOH IRU DQ\ GDWD RU DSSOLFDWLRQ VWRUHG RQ RU FRQQHFWHG WR WKH FORXG� $ VKDUHG VHFXULW\

UHVSRQVLELOLW\ PRGHO KHOSV WR UHGXFH FXVWRPHUV
 RSHUDWLRQDO HĳRUWV IURP PXOWLSOH SHUVSHFWLYHV DQG� LQ VRPH FDVHV� HQKDQFHV WKH

GHIDXOW VHFXULW\ OHYHO�

7KH IROORZLQJ ıJXUH VKRZV WKDW 7L'% &ORXG UHVSHFWV FORXG VHUYLFH SURYLGHUV
 VKDUHG VHFXULW\ UHVSRQVLELOLW\ PRGHO�

,Q WKH 7L'% &ORXG VHFXULW\ VKDULQJ PRGHO� $:6 DQG *&3 DUH UHVSRQVLEOH IRU WKH VHFXULW\ RI SK\VLFDO LQIUDVWUXFWXUH� FRPSXWLQJ�

VWRUDJH� QHWZRUN� DQG YLUWXDOL]DWLRQ VRIWZDUH VHUYLFHV SURYLGHG E\ WKH YLUWXDOL]DWLRQ VHUYLFH OD\HU�

7L'% &ORXG 6HFXULW\ 5HVSRQVLELOLWLHV

3LQJ&$3 LV UHVSRQVLEOH IRU WKH VHFXULW\ RI 7L'% &ORXG
V 93&� 6WRUDJH� 26� .�6 VRIWZDUH LQIUDVWUXFWXUH� 7L'% DQG :HE SODWIRUP

DXWKHQWLFDWLRQ DQG DXWKRUL]DWLRQ� ,Q DGGLWLRQ� LW SURYLGHV XVHUV ZLWK YDULRXV VHFXULW\ IHDWXUHV� LQFOXGLQJ RSWLRQDO VHFXULW\
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DXWKHQWLFDWLRQ� VHFXUH FRQQHFWLRQ� PXOWL�OD\HU GDWD HQFU\SWLRQ� DQG RSHUDWLRQDO DXGLWV WR PHHW GLĳHUHQW FXVWRPHUV
 VHFXULW\ FRQWURO

DQG FRPSOLDQFH UHTXLUHPHQWV�

&XVWRPHUV 6HFXULW\ 5HVSRQVLELOLWLHV

&XVWRPHUV DUH UHVSRQVLEOH IRU WKH VHFXULW\ RI WKHLU DSSOLFDWLRQV DQG GDWD� 7KH\ DUH DOVR UHVSRQVLEOH IRU VHOHFWLQJ DQG FRQıJXULQJ

VHFXUH LGHQWLW\ DFFHVV FRQWUROV� VHFXUH FRQQHFWLRQ PHWKRGV� DQG GDWD HQFU\SWLRQ PHWKRGV WR HQVXUH DSSOLFDWLRQV DQG GDWD DUH

SURWHFWHG ZLWK DGHTXDWH VHFXULW\ PHDVXUHV�

3ULYDF\ 3URWHFWLRQ &RQWURO
3LQJ&$3 SURYLGHV KLJK�TXDOLW\ SURGXFWV DQG VHUYLFHV IRFXVLQJ RQ SULYDF\ SURWHFWLRQ� 3LQJ&$3 LV GHıQHG DV D EXVLQHVV DVVRFLDWH

XQGHU +,3$$ DQG PDSV WKH UHVSRQVLELOLW\ RI SULYDF\ SURWHFWLRQ WKDW DSSOLHV WR D EXVLQHVV DVVRFLDWH WR DVVLVW FXVWRPHUV LQ PHHWLQJ

+,3$$ UHTXLUHPHQWV� 3LQJ&$3 KDV HVWDEOLVKHG D FRPSUHKHQVLYH SULYDF\ SURWHFWLRQ PDQDJHPHQW V\VWHP DFFRUGLQJ WR WKH ,62

���������� VWDQGDUG DQG HPEHGGHG WKH FRQFHSW RI SULYDF\ SURWHFWLRQ LQ DOO DVSHFWV RI SURGXFW GHYHORSPHQW OLIHF\FOHV� 3LQJ&$3

DOVR GHVLJQV DQG FXVWRPL]HV SULYDF\ SURWHFWLRQ IHDWXUHV WR PHHW ORFDO FRPSOLDQFH UHTXLUHPHQWV LQ GLĳHUHQW UHJLRQV�

'DWD 6XEMHFW 5LJKW 5HVSRQVH

+,3$$ JLYHV GDWD VXEMHFWV D ZLGH UDQJH RI ULJKWV UHJDUGLQJ WKHLU 3+,� LQFOXGLQJ WKH ULJKW WR DFFHVV� WKH ULJKW WR UHTXHVW D FRS\� WKH

ULJKW WR DPHQG� DQG WKH ULJKW WR GLVFORVXUH�

&XVWRPHUV VKDOO GHYHORS DQG LPSOHPHQW SURFHGXUHV IRU UHVSRQGLQJ WR GDWD VXEMHFW UHTXHVWV XQGHU +,3$$ WR SURWHFW GDWD VXEMHFWV


ULJKWV RQ WKHLU 3+,�

$V D EXVLQHVV DVVRFLDWH� 3LQJ&$3 ZLOO SURYLGH WKH UHTXLUHG UHVSRQVHV DQG VXSSRUW SHU WKH %XVLQHVV $VVRFLDWH $JUHHPHQW �%$$�

ZLWK FXVWRPHUV�

&RPSOLDQFH 5HFRUG 5HWHQWLRQ

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV WR HVWDEOLVK SROLFLHV RU SURFHGXUHV WR JRYHUQ LQWHUQDO FRPSOLDQFH SUDFWLFHV

DQG WR PDLQWDLQ UHFRUGV RI DFWLRQV� DFWLYLWLHV� RU DVVHVVPHQWV SHUIRUPHG RQ 3+, LQ SDSHU RU HOHFWURQLF IRUP�

&XVWRPHUV VKRXOG NHHS UHFRUGV RI 3+, SURFHVVLQJ DFWLYLWLHV DQG IRUPXODWH FRUUHVSRQGLQJ SURWHFWLRQ PHDVXUHV WR HQVXUH 3+,
V

FRQıGHQWLDOLW\� DYDLODELOLW\� DQG LQWHJULW\�

3LQJ&$3 KDV HVWDEOLVKHG D FRPSUHKHQVLYH SULYDF\ SURWHFWLRQ V\VWHP DQG KDV IRUPXODWHG UHODWHG SROLFLHV DQG SURFHGXUHV IRU +,3$$

FRPSOLDQFH� ZLWK D IRXU�WLHU V\VWHP IURP WRS WR ERWWRP� FRYHULQJ WKH FULWLFDO FRQWHQWV RI GDWD VHFXULW\ DQG SULYDF\ SURWHFWLRQ�

LQFOXGLQJ WKH FRPSDQ\
V RYHUDOO VWUDWHJ\� GDWD VHFXULW\� DQG SULYDF\ PDQDJHPHQW� VHFXULW\ LQFLGHQW RSHUDWLQJ SURFHGXUHV� GDWD

EUHDFK UHSRUWV� 3LQJ&$3 FRQWLQXHV WR PRQLWRU FKDQJHV LQ ODZV� UHJXODWLRQV� DQG FXVWRPHU QHHGV WR DGMXVW FRQWLQXRXVO\ DQG

RSWLPL]HV LQWHUQDO FRPSOLDQFH SUDFWLFHV� ,Q DGGLWLRQ� IRU +,3$$ UHTXLUHG GRFXPHQWV� DVVHVVPHQW UHSRUWV� RU WHVW UHVXOWV� 3LQJ&$3

KDV HVWDEOLVKHG D VWRUDJH PHFKDQLVP WR NHHS WKHP SURSHUO\�
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6HFXULW\ &RQWUROV
7KH 6HFXULW\ 5XOH RI +,3$$ DSSOLHV WR H3+, LQ HOHFWURQLF IRUP FUHDWHG� UHFHLYHG� PDLQWDLQHG� RU WUDQVPLWWHG E\ FRYHUHG HQWLWLHV DQG

WKHLU EXVLQHVV DVVRFLDWHV� UHTXLULQJ FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR LPSOHPHQW UHDVRQDEOH DQG DSSURSULDWH

DGPLQLVWUDWLYH� SK\VLFDO� DQG WHFKQLFDO VDIHJXDUGV�

3LQJ&$3 KDV HVWDEOLVKHG D FRPSUHKHQVLYH LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP SHU WKH ,62 ���������� VWDQGDUG�

,QIRUPDWLRQ VHFXULW\ LV HPEHGGHG LQ DOO DVSHFWV RI WKH SURGXFW OLIH F\FOH� 7KH VHFXULW\ WHDP HVWDEOLVKHV VHFXULW\ FRQWURO UHTXLUHPHQWV

IRU WKH FRPSDQ\ LQ WKUHH DUHDV� LQFOXGLQJ DGPLQLVWUDWLYH� WHFKQLFDO� DQG SK\VLFDO VDIHJXDUGV� WR HQVXUH FRPSOLDQFH ZLWK WKH 6HFXULW\

5XOH RI +,3$$�

$GPLQLVWUDWLYH 6DIHJXDUG

6HFXULW\ 2UJDQL]DWLRQ DQG 0DQDJHPHQW

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV WR GHVLJQDWH D VHFXULW\ RĴFHU� GHYHORS DQG HQIRUFH VHFXULW\ SROLFLHV DQG

SURFHGXUHV ZLWKLQ RUJDQL]DWLRQV� DQG LPSOHPHQW DSSURSULDWH VHFXULW\ FRQWUROV WR HQVXUH VHFXULW\ ULVNV DUH PDQDJHDEOH WR SURWHFW WKH

FRQıGHQWLDOLW\� LQWHJULW\� DQG DYDLODELOLW\ RI H3+, KHOG E\ WKHP�

&XVWRPHUV VKRXOG FRQVLGHU GHVLJQDWLQJ DQ LQWHUQDO VHFXULW\ RĴFHU� HVWDEOLVKLQJ VHFXULW\ SROLFLHV DQG SURFHGXUHV� LPSOHPHQWLQJ

GLVFLSOLQDU\ DFWLRQV IRU YLRODWLRQV RI SROLFLHV DQG SURFHGXUHV� DQG HQVXULQJ UHOHYDQW FRQWUROV DUH HĳHFWLYHO\ LPSOHPHQWHG WR PHHW

+,3$$ UHTXLUHPHQWV�

)RU RUJDQL]DWLRQDO UHVSRQVLELOLWLHV� 3LQJ&$3 KDV HVWDEOLVKHG D WRS�GRZQ VHFXULW\ PDQDJHPHQW VWUXFWXUH WR SURWHFW FRPSDQ\ DQG

FXVWRPHU GDWD� LQFOXGLQJ GHFLVLRQ�PDNLQJ� PDQDJHPHQW� H[HFXWLRQ� DQG VXSHUYLVLRQ OD\HUV� WR HQVXUH WKH HĳHFWLYH LPSOHPHQWDWLRQ

RI RUJDQL]DWLRQDO VHFXULW\�

Ɣ 'HFLVLRQ�PDNLQJ /D\HU� 3LQJ&$3 KDV DSSRLQWHG D VHFXULW\ RĴFHU DQG IRUPHG DQ LQIRUPDWLRQ VHFXULW\ FRPPLWWHH WR EH

UHVSRQVLEOH IRU WKH VWUDWHJ\ DQG GHFLVLRQ�PDNLQJ RI VLJQLıFDQW PDWWHUV IRU 3LQJ&$3 VHFXULW\�

Ɣ 0DQDJHPHQW /D\HU� 3LQJ&$3 KDV HVWDEOLVKHG DQ LQIRUPDWLRQ VHFXULW\ ZRUNLQJ JURXS WR EH UHVSRQVLEOH IRU URXWLQH

LQIRUPDWLRQ VHFXULW\ PDQDJHPHQW�

Ɣ ([HFXWLRQ /D\HU� 3LQJ&$3 DSSRLQWV OHDGHUV RI HDFK EXVLQHVV OLQH DFFRXQWDEOH IRU VHFXULW\ ULVNV� 7KHLU UHVSRQVLELOLWLHV

LQFOXGH LGHQWLI\LQJ VHFXULW\ ULVNV� IRUPXODWLQJ PDQDJHPHQW REMHFWLYHV DQG ULVN UHPHGLDWLRQ SODQV� DQG EHLQJ UHVSRQVLEOH

IRU WKH ıQDO HĳHFW RI LPSOHPHQWDWLRQ�

Ɣ 6XSHUYLVLRQ /D\HU� 3LQJ&$3 KDV DSSRLQWHG DQ LQGHSHQGHQW DXGLW WHDP WR YHULI\ WKH VHFXULW\ LPSOHPHQWDWLRQ RI HDFK

EXVLQHVV OLQH WKURXJK DQQXDO DXGLWV DQG LV UHVSRQVLEOH IRU WUDFNLQJ DXGLW ıQGLQJV XQWLO WKH\ DUH FORVHG�

3LQJ&$3 KDV HVWDEOLVKHG D FRPSOHWH VHFXULW\ PDQDJHPHQW V\VWHP IROORZLQJ DSSOLFDEOH ODZV DQG UHJXODWLRQV� LQGXVWU\ VWDQGDUGV

DQG EHVW SUDFWLFHV� LQFOXGLQJ SURFHGXUHV� VSHFLıFDWLRQV� SURFHVV JXLGHOLQHV� DQG RSHUDWLRQ PDQXDOV� ZKLFK FOHDUO\ GHıQH WKH

SXUSRVH� VFRSH� DQG UHTXLUHPHQWV RI VHFXULW\ PDQDJHPHQW DQG FRQWLQXH WR SURPRWH HĳHFWLYH LPSOHPHQWDWLRQ LQ WKH EXVLQHVV ıHOG�

3LQJ&$3 DGRSWV VHFXULW\ FRQWURO PHDVXUHV IRU SUH�HPSOR\PHQW� HPSOR\PHQW� DQG WHUPLQDWLRQ RI HPSOR\HHV� LQFOXGLQJ EXW QRW

OLPLWHG WR SUH�HPSOR\PHQW EDFNJURXQG FKHFNV� VLJQLQJ FRQıGHQWLDOLW\ DJUHHPHQWV XSRQ HQWU\� DQG UHVLJQDWLRQ UHYLHZ� 3LQJ&$3

DOVR FOHDUO\ FRPPXQLFDWHV LQIRUPDWLRQ VHFXULW\ FRQWURO UHTXLUHPHQWV WR VWUHQJWKHQ LQWHUQDO FRQWUROV DQG UHGXFH SRWHQWLDO ULVNV

EURXJKW E\ SHUVRQQHO WR EXVLQHVV FRQWLQXLW\ DQG VHFXULW\� ,Q DGGLWLRQ� 3LQJ&$3 KDV HVWDEOLVKHG DQ DFFRXQWDELOLW\ V\VWHP IRU

YLRODWLRQV RI WKH RUJDQL]DWLRQ
V LQIRUPDWLRQ VHFXULW\ DQG SULYDF\ SURWHFWLRQ UHJXODWLRQV� $FFRXQWDELOLW\ LV FDUULHG RXW DFFRUGLQJ WR WKH

VHYHULW\� QDWXUH� DQG LPSDFW RI HPSOR\HH YLRODWLRQV�
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3LQJ&$3 LQWURGXFHG D FULWLFDO VXSSOLHU TXDOLıFDWLRQ UHYLHZ PHFKDQLVP IRU EXVLQHVV DVVRFLDWH PDQDJHPHQW� )RU VXSSOLHUV WKDW PD\

EH LQYROYHG LQ 3+, SURFHVVLQJ� WKH ,7 GHSDUWPHQW DQG WKH VHFXULW\ GHSDUWPHQW MRLQWO\ UHYLHZ WKHLU VHFXULW\ FDSDELOLWLHV DQG +,3$$

FRPSOLDQFH FDSDELOLWLHV DQG VLJQ 6HUYLFH /HYHO $JUHHPHQWV �6/$�� FRQıGHQWLDOLW\ DJUHHPHQWV� DQG RWKHU EXVLQHVV DJUHHPHQWV�

ZKLFK VWLSXODWH WKH VHUYLFH VFRSH� VHUYLFH FRQWHQW� VHUYLFH OHYHO� VHFXULW\ UHTXLUHPHQWV� EUHDFK QRWLıFDWLRQ DQG GDWD SURWHFWLRQ

UHVSRQVLELOLWLHV RI ERWK SDUWLHV�

6HFXULW\ $ZDUHQHVV 7UDLQLQJ

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR FRQGXFW VHFXULW\ DZDUHQHVV WUDLQLQJ IRU DOO HPSOR\HHV �LQFOXGLQJ

PDQDJHPHQW� UHJDUGLQJ 3+, SURWHFWLRQ SROLFLHV DQG SURFHGXUHV�

&XVWRPHUV VKRXOG GHYHORS DQ LQWHUQDO VHFXULW\ DZDUHQHVV WUDLQLQJ SURJUDP IROORZLQJ WKLV UHTXLUHPHQW WR HQVXUH WKDW HPSOR\HHV DUH

IDPLOLDU ZLWK FRUSRUDWH VHFXULW\ DQG SULYDF\ SURWHFWLRQ SROLFLHV WR PLWLJDWH WKH ULVN RI VHFXULW\ EUHDFKHV�

3LQJ&$3 FRQGXFWV VHFXULW\ DZDUHQHVV WUDLQLQJ IRU HPSOR\HHV RQERDUGLQJ DQG RQ�WKH�MRE� DV IROORZV�

Ɣ 1HZ (PSOR\HH 2QERDUGLQJ 7UDLQLQJ� :KHQ MRLQLQJ WKH FRPSDQ\� HPSOR\HHV QHHG WR FRPSOHWH LQWHJUDWHG VHFXULW\ DQG

SULYDF\ SURWHFWLRQ WUDLQLQJ DQG DVVHVVPHQW� LQFOXGLQJ EXW QRW OLPLWHG WR LQIRUPDWLRQ VHFXULW\ LQFLGHQWV DQG LQWHUQDO

FRPSDQ\ SROLFLHV�

Ɣ 2Q�WKH�MRE 6HFXULW\ 7UDLQLQJ� 3LQJ&$3 FRQGXFWV WDUJHWHG VHFXULW\ WUDLQLQJ DW GLĳHUHQW IUHTXHQFLHV IRU HPSOR\HHV

UHVSRQVLEOH IRU YDULRXV EXVLQHVV PRGXOHV� PDLQO\ IRFXVLQJ RQ SURGXFW GHYHORSPHQW VHFXULW\� QHWZRUN VHFXULW\

DZDUHQHVV� FXVWRPHU GDWD� DQG SULYDF\ SURWHFWLRQ UHTXLUHPHQWV� DQG FRQGXFWV RQOLQH RU RĵLQH WUDLQLQJ UHJXODUO\

DFFRUGLQJ WR EXVLQHVV QHHGV�

6HFXULW\ 5LVN DQG 9XOQHUDELOLW\ 0DQDJHPHQW

+,3$$ UHTXLUHV DQ DFFXUDWH DQG FRPSUHKHQVLYH DVVHVVPHQW RI SRWHQWLDO ULVNV DQG YXOQHUDELOLWLHV WR WKH FRQıGHQWLDOLW\� LQWHJULW\� DQG

DYDLODELOLW\ RI 3+, KHOG E\ FRYHUHG HQWLWLHV RU EXVLQHVV DVVRFLDWHV�

&XVWRPHUV VKDOO FRQGXFW DFFXUDWH DQG FRPSUHKHQVLYH ULVN DVVHVVPHQWV RI SURGXFWV DQG V\VWHPV WKDW FROOHFW RU SURFHVV 3+,�

3LQJ&$3 LGHQWLıHV WKH VHFXULW\ ULVNV E\ DQDO\]LQJ WKH YDOXH RI DVVHWV DQG SRWHQWLDO WKUHDWV WR DVVHWV DQG FRPSUHKHQVLYHO\

FRQVLGHULQJ WKH FXUUHQW EXVLQHVV FKDUDFWHULVWLFV DQG VFDOH� WKH SURWHFWLYH PHDVXUHV WDNHQ� DVVHW YXOQHUDELOLW\ ULVNV� DQG RWKHU

IDFWRUV DFFRUGLQJ WR WKH ,62 ���������� ULVN DVVHVVPHQW PHWKRG� $W WKH VDPH WLPH� 3LQJ&$3 IRUPXODWHV FRUUHVSRQGLQJ VHFXULW\

FRQWURO PHDVXUHV DFFRUGLQJ WR WKH ULVN DVVHVVPHQW UHVXOWV DQG UH�HYDOXDWHV WKHP UHJXODUO\ WR DFKLHYH G\QDPLF ULVN PRQLWRULQJ DQG

3'&$ FORVHG�ORRS PDQDJHPHQW�

3LQJ&$3 KDV YXOQHUDELOLW\ LGHQWLıFDWLRQ� ULVN DVVHVVPHQW� YXOQHUDELOLW\ UHPHGLDWLRQ� DQG UHSRUW PDQDJHPHQW PHFKDQLVPV LQ SODFH WR

UHGXFH WKH OLNHOLKRRG RI WKH YXOQHUDELOLW\ RI LQIRUPDWLRQ V\VWHPV DQG WKHLU VXSSRUWLQJ DVVHWV EHLQJ H[SORLWHG E\ H[WHUQDO WKUHDWV�

3LQJ&$3 DFWLYHO\ PRQLWRUV ZHOO�NQRZQ SXEOLF YXOQHUDELOLW\ OLEUDULHV� RSHQ�VRXUFH FRPPXQLWLHV� VHFXULW\ ZHEVLWHV� FXVWRPHU UHSRUWV�

DQG RWKHU LQIRUPDWLRQ VRXUFHV WR ıQG YXOQHUDELOLW\ LQIRUPDWLRQ UHODWHG WR 3LQJ&$3 SURGXFWV WLPHO\� 3LQJ&$3 DOVR UHJXODUO\ UHYLHZV

SURGXFWV
 VHFXULW\ DQG HQJDJHV WKLUG SDUWLHV WR SHUIRUP YXOQHUDELOLW\ VFDQQLQJ DQG SHQHWUDWLRQ WHVWV WR VWUHQJWKHQ WKH VHFXULW\ RI WKH

V\VWHP� 3LQJ&$3 HYDOXDWHV WKH VHYHULW\ OHYHO RI LGHQWLıHG YXOQHUDELOLWLHV� GHWHUPLQHV WKH SULRULW\ EDVHG RQ WKH ULVN DVVHVVPHQW

UHVXOWV DQG SRWHQWLDO LPSDFWV RI YXOQHUDELOLWLHV H[SORLWHG LQ SURGXFWV RU V\VWHPV� DQG IRUPXODWHV YXOQHUDELOLW\ SDWFKLQJ SODQV� $IWHU D

YXOQHUDELOLW\ LV SDWFKHG� D UHSRUW ZLOO EH UHYLHZHG IRU OHVVRQV OHDUQHG�

�



%XVLQHVV &RQWLQXLW\ DQG 'LVDVWHU 5HFRYHU\

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR HVWDEOLVK GLVDVWHU UHFRYHU\ SODQV DQG HPHUJHQF\ RSHUDWLRQ SODQV WR

HQVXUH WLPHO\ UHVSRQVH WR HPHUJHQFLHV RU RWKHU LQFLGHQWV �VXFK DV ıUH� YDQGDOLVP� V\VWHP IDLOXUH� DQG QDWXUDO GLVDVWHUV� WKDW FRXOG

GDPDJH V\VWHPV FRQWDLQLQJ 3+,�

)ROORZLQJ +,3$$ EXVLQHVV FRQWLQXLW\ FRPSOLDQFH UHTXLUHPHQWV� FXVWRPHUV VKRXOG HVWDEOLVK EXVLQHVV FRQWLQXLW\ SODQV DQG FRQGXFW

UHJXODU GULOOV WR LPSURYH HPHUJHQF\ UHVSRQVH FDSDELOLWLHV LQ WKH HYHQW RI EXVLQHVV LQWHUUXSWLRQ FDXVHG E\ GLVDVWHUV RU RWKHU HYHQWV�

$W WKH VDPH WLPH� FXVWRPHUV FDQ XVH 3LQJ&$3 GDWDEDVH SURGXFWV RU VHUYLFHV WR DUFKLYH DQG EDFNXS GDWD LQYROYLQJ 3+, WR HQVXUH

WKDW GDWD LV VHFXUH LQ WKH HYHQW RI DQ HPHUJHQF\ RU RWKHU HYHQWV WKDW GDPDJH V\VWHPV WKDW FRQWDLQ 3+,�

3LQJ&$3 KDV HVWDEOLVKHG D FRPSUHKHQVLYH EXVLQHVV FRQWLQXLW\ DQG GLVDVWHU UHFRYHU\ PDQDJHPHQW SURFHGXUH WR HQVXUH RXU

RSHUDWLRQV DQG GHOLYHU\ DUH UHDG\ IRU XQH[SHFWHG HYHQWV WKDW PD\ FDXVH GLVUXSWLRQ� 3LQJ&$3 PRQLWRUV IRU XSGDWHV RI LQGXVWU\

VWDQGDUGV DQG FXVWRPHU QHHGV WR DGMXVW DQG LPSURYH EXVLQHVV FRQWLQXLW\ DQG GLVDVWHU UHFRYHU\ PDQDJHPHQW SUDFWLFH�

7L'% FORXG� 3LQJ&$3
V IXOO\ PDQDJHG GDWDEDVH DV D VHUYLFH �'%DD6� SURGXFW� LV EXLOW RQ $:6 DQG *&3 FORXG VHUYLFHV� (DFK FORXG

VHUYHU QRGH LV GHSOR\HG LQ WKUHH *&3 DQG $:6 DYDLODELOLW\ ]RQHV WR EXLOG PXOWL�]RQH PRGHOV �DV VKRZQ LQ ıJXUH ����� :KHQ RQH

]RQH IDLOV� WKH UHPDLQLQJ ]RQHV FDQ VWLOO JXDUDQWHH WKH VWDELOLW\ RI WKH FOXVWHU� VHUYLFH DYDLODELOLW\� DQG GDWD LQWHJULW\� $V IRU GDWD

EDFNXS� 7L'% &ORXG SURGXFW SURYLGHV RSWLRQV IRU FXVWRPHUV WR FKRRVH WKHLU RZQ GDWD EDFNXS VWUDWHJ\� DQG 7L'% &ORXG SHUIRUPV

DXWRPDWLF IXOO EDFNXS HYHU\ GD\ LQ WKH EDFNJURXQG DQG NHHSV EDFNXS IRU D FHUWDLQ SHULRG VR WKDW LW FDQ UHVSRQG TXLFNO\ DQG UHVWRUH

EXVLQHVV DYDLODELOLW\ LQ FDVH RI QDWXUDO RU PDQ�PDGH GLVDVWHUV� ,Q DGGLWLRQ� 7L'% &ORXG DGRSWV WKH GHSOR\PHQW RI DSSOLFDWLRQ�OHYHO

ORDG EDODQFHUV WR HQVXUH PD[LPXP VHUYLFH DQG KLJK DYDLODELOLW\ WR PHHW FXVWRPHU VHUYLFH UHTXHVWV�

3LQJ&$3 UHJXODUO\ SHUIRUPV LQFLGHQW GULOOV IRU FULWLFDO EXVLQHVV V\VWHPV WR YHULI\ WKH UHVLOLHQF\ RI WHFKQRORJ\� FRPPXQLFDWLRQ� DQG

SHUVRQQHO� LQFOXGLQJ HTXLSPHQW GRZQWLPH DQG QHWZRUN RXWDJHV�

�



)LJXUH ���� 7L'% &ORXG $UFKLWHFWXUH�

7HFKQRORJ\ 6DIHJXDUG

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR LPSOHPHQW VHFXULW\ SROLFLHV DQG SURFHGXUHV WR SUHYHQW DOWHUDWLRQ RU

GHVWUXFWLRQ RI H3+, LQ VWRUDJH DQG WUDQVPLVVLRQ DQG WR LPSOHPHQW HOHFWURQLF YHULıFDWLRQ PHFKDQLVPV WR SURWHFW GDWD LQWHJULW\ E\

YHULI\LQJ WKDW H3+,� &XVWRPHUV VKRXOG FRQVLGHU LPSOHPHQWLQJ UREXVW DFFHVV FRQWURO DQG HQFU\SWLRQ PHFKDQLVPV LQ WKHLU DSSOLFDWLRQ

V\VWHP WR HQVXUH WKDW WKH H3+, LV SURWHFWHG IURP XQDXWKRUL]HG WDPSHULQJ RU GHVWUXFWLRQ DQG FRQVLGHU XVLQJ LQGXVWU\�DFFHSWHG

HQFU\SWLRQ DOJRULWKPV WR SURWHFW H3+,�

3LQJ&$3 LPSOHPHQWHG WHFKQLFDO PHDVXUHV WR HQVXUH RQO\ DXWKRUL]HG DFFHVV WR GDWD� $Q\ XQDXWKRUL]HG DFFHVV ZLOO EH GLVFRYHUHG

DQG QRWLıHG LPPHGLDWHO\ GXULQJ WKH WUDQVPLVVLRQ DQG VWRUDJH SURFHVV WR HQVXUH GDWD LQWHJULW\� 3LQJ&$3 GDWDEDVH SURGXFWV XVH

$(6����� DQ LQGXVWULDO VWDQGDUG� IRU DSSOLFDWLRQ�OHYHO HQFU\SWLRQ DQG XVH NH\ PDQDJHPHQW WRROV WR PDQDJH HQFU\SWLRQ NH\V�

3LQJ&$3 GDWDEDVH SURGXFWV DUH DOVR HTXLSSHG ZLWK DFFHVV FRQWURO IXQFWLRQV� &XVWRPHUV FDQ FRQıJXUH DFFRXQW DFFHVV ULJKWV DQG

RQO\ DOORZ VSHFLıF SHUPLVVLRQ DFFRXQWV WR DFFHVV DOORZHG GDWD WDEOHV WR UHGXFH WKH ULVN RI XQDXWKRUL]HG DFFHVV DQG WDPSHULQJ� ,Q

DGGLWLRQ� DOO RSHUDWLRQV LQ WKH GDWDEDVH DUH ORJJHG� DQG FXVWRPHUV FDQ FKRRVH WR HQDEOH WKH ORJ DXGLW IXQFWLRQ IRU VXEVHTXHQW

UHYLHZ DQG WUDFHDELOLW\�

'DWD (QFU\SWLRQ

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR LPSOHPHQW PHFKDQLVPV WR HQFU\SW DQG GHFU\SW 3+, DQG SURFHGXUHV IRU

FUHDWLQJ� FKDQJLQJ� DQG SURWHFWLQJ SDVVZRUGV�

�



3LQJ&$3 KDV LQFRUSRUDWHG GDWD HQFU\SWLRQ LQWR RXU GDLO\ VHFXULW\ PDQDJHPHQW DFWLYLWLHV DV D EXVLQHVV DVVRFLDWH� 7L'% DQG 7L'%

&ORXG DOVR SURYLGH GDWD HQFU\SWLRQ VHUYLFHV� ZKLFK FXVWRPHUV FDQ FKRRVH DFFRUGLQJ WR WKHLU EXVLQHVV QHHGV�

�� (QFU\SWLRQ LQ 7UDQVLW

7KH 7L'% VHUYHU VXSSRUWV HQFU\SWLRQ FRQQHFWLRQV EDVHG RQ WKH 7/6 �7UDQVSRUW /D\HU 6HFXULW\� SURWRFRO� ZKLFK LV FRQVLVWHQW ZLWK

0\64/ HQFU\SWLRQ FRQQHFWLRQV DQG FDQ EH GLUHFWO\ XVHG E\ H[LVWLQJ 0\64/ FOLHQWV� LQFOXGLQJ 0\64/ 6KHOO DQG 0\64/ GULYHU� 7KH

7/6�66/ SURWRFRO YHUVLRQV VXSSRUWHG E\ 7L'% DUH 7/6Y���� 7/6Y���� DQG 7/6Y����

7L'% &ORXG SURYLGHV 7/6 EHWZHHQ 7L'% &OXVWHU FRPSRQHQWV DQG RQH�ZD\ 7/6 VHUYLFHV WR DFFHVV 7L'% &OXVWHU� ZKLFK PHHWV

FXVWRPHUV
 GDWDEDVH VHFXULW\ DFFHVV UHTXLUHPHQWV DQG HQVXUHV WKH LQWHJULW\ RI WKH GDWD VWRUDJH DQG WUDQVIHU SURFHVVHV�

�� (QFU\SWLRQ DW 5HVW

7L'% VXSSRUWV GLVN HQFU\SWLRQ� DQG FXVWRPHUV FRXOG HQDEOH GLVN ıOH HQFU\SWLRQ WR SUHYHQW DWWDFNHUV IURP DFFHVVLQJ GDWD E\

UHDGLQJ WHPSRUDU\ ıOHV� ,Q WKH 7L'% FOXVWHU� GLĳHUHQW HQFU\SWLRQ PHWKRGV DW UHVW DUH XVHG IRU YDULRXV FRPSRQHQWV� DQG FXVWRPHUV

FDQ FKRRVH HQFU\SWLRQ DOJRULWKPV VXFK DV $(6� 60�� DQG (%6 �LI WKH FOXVWHU LV GHSOR\HG RQ $:6� WR WUDQVSDUHQWO\ HQFU\SW GDWD

ıOHV�

7L'% &ORXG VXSSRUWV HQFU\SWLRQ DW UHVW� WKDW LV� WUDQVSDUHQW HQFU\SWLRQ RI GDWD 㸚OHV� 7KH $:6 .H\ 0DQDJHPHQW 6HUYLFH �.06�

SURYLGHV D PDVWHU NH\ IRU PDQDJHPHQW� 7L'% &ORXG DXWRPDWLFDOO\ URWDWHV WKRVH NH\V WR HQFU\SW 7L'% GDWD DQG ORJ 㸚OHV�

$:6 HQFU\SWLRQ DW UHVW XVHV DXWRPDWLF WUDQVSDUHQW GLVN HQFU\SWLRQ DQG LQGXVWU\�VWDQGDUG $(6���� HQFU\SWLRQ WR SURWHFW DOO YROXPH

�GLVN� GDWD�

*&3 HQFU\SWLRQ DW UHVW XVHV DXWRPDWLF WUDQVSDUHQW GLVN HQFU\SWLRQ DQG LQGXVWU\�VWDQGDUG $(6���� HQFU\SWLRQ WR SURWHFW DOO YROXPH

�GLVN� GDWD�

.H\ 0DQDJHPHQW

.H\ 0DQDJHPHQW 6HUYLFH �.06� LV D VHFXUH� UHOLDEOH� HDV\�WR�XVH NH\ HVFURZ VHUYLFH WKDW KHOSV FXVWRPHUV PDQDJH DQG VHFXUH

NH\V FHQWUDOO\� :KHQ D 7L'% &ORXG FXVWRPHU FUHDWHV D 7L'% &ORXG FOXVWHU� WKH V\VWHP DXWRPDWLFDOO\ JHQHUDWHV D &0. �7L'% &ORXG

PDQDJHG NH\� LQ $:6 .06 RU *&3 6HUYLFH $FFRXQW .H\� DQG EDFNXSV WKH NH\ LQ WKH ),36 ����� /HYHO � KDUGZDUH VHFXULW\

PRGXOH� $W WKH VDPH WLPH� 7L'% &ORXG RQO\ VWRUHV WKH HQFU\SWLRQ NH\� ZKLOH WKH SODLQWH[W GDWD GHFU\SWLRQ NH\ RQO\ H[LVWV LQ DQ

LVRODWHG PHPRU\ EXĳHU RQ WKH UXQQLQJ '% LQVWDQFH DQG ZLOO QHYHU EH SHUVLVWHG RU VZDSSHG WR GLVN� &XVWRPHUV FRXOG UHIHU WR 7L'%

&ORXG VHFXULW\ ZKLWH SDSHU IRU PRUH GHWDLOV DERXW NH\ PDQDJHPHQW DQG HQFU\SWLRQ� )RU PRUH GHWDLOV DERXW NH\ PDQDJHPHQW DQG

HQFU\SWLRQ� FXVWRPHUV FRXOG UHIHU WR 7L'% &ORXG VHFXULW\ ZKLWH SDSHU�

$FFHVV &RQWURO

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR GHYHORS DQG LPSOHPHQW WHFKQLFDO SROLFLHV DQG SURFHGXUHV IRU HOHFWURQLF

LQIRUPDWLRQ V\VWHPV ZLWK H3+, WR FRQVWUDLQ WKH DFFHVVLELOLW\ RQO\ WR SHUVRQV RU VRIWZDUH SURJUDPV ZLWK DVVHVVPHQW SULYLOHJHV�

$V FRYHUHG HQWLWLHV� FXVWRPHUV VKDOO HVWDEOLVK DFFHVV FRQWURO SROLFLHV DQG SURFHGXUHV IRU HOHFWURQLF LQIRUPDWLRQ V\VWHPV ZLWK H3+,�

:KHQ FXVWRPHUV XVH 3LQJ&$3 SURGXFWV RU VHUYLFHV� 7L'% DQG 7L'% &ORXG SURGXFWV FDQ DVVLVW FXVWRPHUV LQ DFFHVV FRQWURO

PDQDJHPHQW�

3LQJ&$3 FRQıJXUHG WKH WHUPLQDO PDQDJHPHQW V\VWHP DQG HVWDEOLVKHV DQ DFFRXQW OLIHF\FOH PDQDJHPHQW �/&0� SURFHGXUH WR

XSGDWH WKH LGHQWLW\ LQIRUPDWLRQ VWDWXV �DFFRXQW ,' LV D XQLTXH LGHQWLıHU� RI DOO HPSOR\HHV DQG WKLUG�SDUW\ SHUVRQQHO� LQFOXGLQJ WKH

SURFHVV RI HPSOR\HH RQERDUGLQJ� WUDQVIHUULQJ� DQG RĳERDUGLQJ� DQG WKLUG�SDUW\ IURP MRLQLQJ� VKDULQJ� DQG WHUPLQDWLRQ� 3LQJ&$3

GHYHORSHG VHSDUDWH DXWKHQWLFDWLRQ DQG QHWZRUN DFFHVV FRQWURO SROLFLHV IRU HPSOR\HHV ZKHQ DFFHVVLQJ KLJKO\ VHQVLWLYH UHVRXUFHV

DQG EXVLQHVV V\VWHPV� )RU H[DPSOH� ZKHQ ORJJLQJ LQWR WKH FORXG LQIUDVWUXFWXUH� HPSOR\HHV FDQ ORJ LQ ZLWK HQWHUSULVH�OHYHO *RRJOH

��



DFFRXQWV DQG *&3 DFFRXQWV� ZLWK WZR�IDFWRU DXWKHQWLFDWLRQ� HQDEOHG WR DXWKRUL]H SHUPLVVLRQV ZLWKLQ WKH VFRSH RI WKHLU

UHVSRQVLELOLWLHV EDVHG RQ UROHV� )XUWKHUPRUH� ZKHQ SHUIRUPLQJ KLJK�ULVN FRQıJXUDWLRQ RSHUDWLRQV VXFK DV PRGLI\LQJ QHWZRUN

FRQıJXUDWLRQV RU GHOHWLQJ UHVRXUFHV� WKHVH RSHUDWLRQV FDQ RQO\ EH H[HFXWHG DIWHU DSSURYDO E\ WKH PDQDJHPHQW WR HQVXUH D KLJKHU

OHYHO RI VHFXULW\� $SDUW IURP WKH DERYH� 3LQJ&$3 GHWHUPLQHV DSSURSULDWH DFFHVV FRQWURO UXOHV� DFFHVV ULJKWV� DQG UHVWULFWLRQV IRU

VSHFLıF HPSOR\HH UROHV� FOHDUO\ PDQDJHV LGHQWLW\ SHUPLVVLRQV� GHıQHV DFFHVV SROLFLHV� DQG SUHGLFWV ULVNV VR WKDW DXWKRUL]HG

SHUVRQQHO FDQ DFFHVV WKH ULJKW UHVRXUFHV LQ GLĳHUHQW VFHQDULRV WR SURWHFW FULWLFDO DVVHWV IURP XQDXWKRUL]HG DFFHVV DQG SRWHQWLDO

WKUHDWV�

)RU SURGXFWV� 7L'% VXSSRUWV FHUWLıFDWH�EDVHG ORJLQ� ,Q WKLV ZD\� 7L'% LVVXHV FHUWLıFDWHV WR GLĳHUHQW XVHUV� YHULıHV FHUWLıFDWHV ZKHQ

XVHUV ORJ LQ� DQG XVHV WKHP WR HQFU\SW FRQQHFWLRQV ZKHQ WUDQVPLWWLQJ GDWD� 7L'% XVHV SDVVZRUG DXWKHQWLFDWLRQ DQG ;����

FHUWLıFDWHV FOXVWHULQJ IRU DXWKHQWLFDWLRQ DQG VXSSRUWV DFFHVV FRQWURO EDVHG RQ XVHUV RU UROHV� &XVWRPHUV FDQ JUDQW XVHUV

SHUPLVVLRQ WR YLHZ� PRGLI\� RU GHOHWH GDWD REMHFWV DQG GDWD VFKHPDV WKURXJK UROHV RU GLUHFWO\ WR D VSHFLıF XVHU�

�� 6LQJOH 6LJQ�2Q �662�

7L'% &ORXG VXSSRUWV *RRJOH DQG *LW+XE VLQJOH VLJQ�RQ� DOORZLQJ FXVWRPHUV WR UHPRWHO\ ORJ LQ WR WKH 7L'% &ORXG :HE 3RUWDO DQG

PDQDJH XVHU LGHQWLW\ LQIRUPDWLRQ� $IWHU ORJJLQJ LQWR WKH 7L'% &ORXG� FXVWRPHUVŕ FRPSDQ\ RU SHUVRQDO GDWD ZLOO EH VWRUHG LQ WKH

$XWK� GDWDEDVH� RQH RI WKH ıUVW LGHQWLW\ SURYLGHUV LQ WKH LQGXVWU\ WKDW VXFFHVVIXOO\ SDVVHG WKH WKLUG�SDUW\ /HYHO � 3D\PHQW &DUG

,QGXVWU\ �3&,� DVVHVVPHQW�

�� 1HWZRUN &RQQHFWLRQ

7L'% &ORXG SURYLGHV D YDULHW\ RI QHWZRUN FRQQHFWLRQV DQG DFFHVV FRQWUROV� VXSSRUWV FXVWRP ,3 DFFHVV OLVWV� 93& SHHULQJ

FRQQHFWLRQV� DQG 93& SULYDWH FRQQHFWLRQV� DQG KHOSV FXVWRPHUV ĲH[LEO\ PDQDJH UHPRWH DFFHVV FRQWURO DQG DFFHVV FRQWURO

EHWZHHQ DSSOLFDWLRQV DQG GDWDEDVHV� 7L'% FOXVWHU LV GHSOR\HG LQ D GHGLFDWHG $:6 RU *&3 93&� XVLQJ DXWKHQWLFDWLRQ DQG ,3

DFFHVV OLVWV WR LVRODWH HDFK FXVWRPHU UHVRXUFH LQWHUYDO� RQO\ DOORZLQJ DFFHVV WR XVHU JURXSV WKDW QHHG WR DFFHVV UHVRXUFHV� HQVXULQJ

UHVRXUFH LVRODWLRQ EHWZHHQ GLĳHUHQW FXVWRPHUV� DQG HQVXULQJ WKDW GLĳHUHQW FXVWRPHU UHVRXUFHV DUH LQGHSHQGHQW RI HDFK RWKHU DQG

WKH VHFXULW\ RI WKH UHVRXUFH SURFHVVLQJ HQYLURQPHQW�

Ɣ ,3 $FFHVV /LVW

&XVWRPHUV FDQ VHW WKDW RQO\ WUXVWHG VSHFLıHG ,3 DGGUHVVHV FDQ DFFHVV WKH GDWDEDVH E\ FRQıJXULQJ WKH ,3 DFFHVV OLVW� ,Q FRQWUDVW�

RWKHU ,3 DGGUHVVHV DUH QRW DOORZHG DFFHVV� SUHYHQWLQJ XQDXWKRUL]HG ,3 DGGUHVVHV RU DSSOLFDWLRQV IURP DFFHVVLQJ WKH GDWDEDVH�

WKHUHE\ UHGXFLQJ WKH ULVN RI GDWDEDVH DWWDFNV�

Ɣ 93& 3HHULQJ

93& SHHULQJ DOORZV FXVWRPHUV WR FRQQHFW WKHLU 93& WR 7L'% &ORXG 93&� SULYDWL]H URXWLQJ WUDF� DQG LVRODWH LW IURP WKH SXEOLF

QHWZRUN� ,Q DGGLWLRQ� ZKHQ FXVWRPHUV VHW XS 93& SHHULQJ� WKH\ FDQ HQKDQFH WKH DFFHVV FRQWURO XVLQJ WKH ,3 DFFHVV OLVW�

Ɣ 93& 3ULYDWH/LQN

7L'% &ORXG 3ULYDWH/LQN FDQ HVWDEOLVK D VHFXUH DQG VWDEOH SULYDWH FRQQHFWLRQ EHWZHHQ D SULYDWH QHWZRUN 93& DQG VHUYLFHV RQ $:6�

VLPSOLI\ WKH HQWLUH QHWZRUN DUFKLWHFWXUH� UHDOL]H SULYDWH QHWZRUN DFFHVV WR WKH EXVLQHVV QHWZRUN� DQG DYRLG VHFXULW\ ULVNV WKDW PD\ EH

FDXVHG E\ DFFHVVLQJ WKH EXVLQHVV QHWZRUN WKURXJK WKH SXEOLF QHWZRUN�

/RJ $XGLW

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR LPSOHPHQW KDUGZDUH� VRIWZDUH� DQG�RU SURFHGXUDO PHFKDQLVPV WR

UHFRUG DQG LQVSHFW DFWLYLWLHV LQ LQIRUPDWLRQ V\VWHPV WKDW FRQWDLQ RU XVH H3+,�

&XVWRPHUV VKRXOG FRQVLGHU UHFRUGLQJ LQIRUPDWLRQ V\VWHPV WKDW FRQWDLQ RU XVH H3+, DQG KDYH SURFHGXUHV LQ SODFH WR SHULRGLFDOO\

DXGLW LQIRUPDWLRQ V\VWHP DFWLYLW\ UHFRUGV� VXFK DV DXGLW ORJV� DFFHVV UHSRUWV� DQG VHFXULW\ HYHQW WUDFNLQJ UHSRUWV�

��



3LQJ&$3 UHFRUGV DQG UHJXODUO\ UHYLHZV XVHU DFWLYLWLHV� DEQRUPDO RSHUDWLRQV� DQG IDXOW ZDUQLQJV IRU EXVLQHVV V\VWHPV IRU GDLO\

GHYHORSPHQW� 2	0� $W WKH VDPH WLPH� ORJ LQIRUPDWLRQ� DV RQH RI WKH NH\ IDFWRUV RI HYHQW WUDFLQJ� LV UHWDLQHG LQ DFFRUGDQFH ZLWK WKH

UHTXLUHPHQWV RI ORFDO ODZV DQG UHJXODWLRQV�

7KH ORJ UHFRUGV JHQHUDWHG E\ 7L'% DUH PDQDJHG DQG VWRUHG E\ FXVWRPHUV� DQG 3LQJ&$3 ZLOO QRW EULQJ EDFN ORJV ZLWKRXW

DXWKRUL]DWLRQ� 7L'% &ORXG SURYLGHV FXVWRPHUV ZLWK GDWDEDVH ORJJLQJ FDSDELOLWLHV WKDW FDQ EH XVHG WR UHFRUG XVHU DFFHVV GHWDLOV

�VXFK DV DQ\ 64/ VWDWHPHQWV H[HFXWHG� LQ ORJV� 7L'% &ORXG DOVR SURYLGHV D GDWDEDVH ORJJLQJ DXGLWLQJ IXQFWLRQ� 7KLV IHDWXUH LV

GLVDEOHG E\ GHIDXOW� DQG FXVWRPHUV PXVW HQDEOH WKH DXGLW ORJJLQJ IHDWXUH DQG VSHFLI\ DXGLW ıOWHU UXOHV WR DXGLW D FOXVWHU�

3K\VLFDO 6DIHJXDUG

)DFLOLW\ $FFHVV &RQWURO

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR GHYHORS DQG LPSOHPHQW SROLFLHV DQG SURFHGXUHV WR UHVWULFW SK\VLFDO

DFFHVV WR IDFLOLWLHV LQ ZKLFK HOHFWURQLF LQIRUPDWLRQ V\VWHPV DUH ORFDWHG WR SURWHFW IDFLOLWLHV DQG HTXLSPHQW IURP XQDXWKRUL]HG

SK\VLFDO DFFHVV� WDPSHULQJ� DQG WKHIW ZKLOH HQVXULQJ WKDW DSSURSULDWHO\ DXWKRUL]HG DFFHVV LV DOORZHG�

&XVWRPHUV VKRXOG FRQVLGHU GHYHORSLQJ SK\VLFDO DFFHVV FRQWURO SROLFLHV DQG SURFHGXUHV IRU LQIRUPDWLRQ V\VWHPV WKDW FRQWDLQ RU XVH

H3+, DQG WKH IDFLOLWLHV ZKHUH WKH\ DUH ORFDWHG WR SUHYHQW XQDXWKRUL]HG DFFHVV� WDPSHULQJ� DQG WKHIW RI IDFLOLWLHV LQ WKH SK\VLFDO

HQYLURQPHQW�

3LQJ&$3
V FRUH EXVLQHVV UHOLHV PDLQO\ RQ FORXG VHUYLFHV� 2QO\ URXWHUV� VZLWFKHV� DQG RWKHU LQIUDVWUXFWXUH DUH UHWDLQHG LQ WKH RĴFH WR

HQVXUH WKH RSHUDWLRQ RI WKH LQWHUQDO RĴFH QHWZRUN� 3LQJ&$3 LVRODWHV VHSDUDWH DUHDV IRU VWRULQJ VSHFLDO LQIRUPDWLRQ DVVHWV RU

HTXLSPHQW LQ WKH RĴFH� VXFK DV FRPSXWHU URRPV� $Q DFFHVV FRQWURO V\VWHP EHWZHHQ HDFK DUHD FRQWUROV DFFHVV EDVHG RQ

SHUVRQQHO UROHV WR DYRLG WKH ULVN RI V\VWHP LQWHUUXSWLRQ� HTXLSPHQW ORVV RU GDPDJH� DQG GDWD WKHIW RU WDPSHULQJ GXH WR XQDXWKRUL]HG

DFFHVV�

'HYLFH DQG 0HGLD &RQWURO

+,3$$ UHTXLUHV FRYHUHG HQWLWLHV DQG EXVLQHVV DVVRFLDWHV WR LPSOHPHQW SROLFLHV DQG SURFHGXUHV WR JRYHUQ WKH SURSHU XVH RI DQG

DFFHVV WR GHYLFHV DQG HOHFWURQLF PHGLD FRQWDLQLQJ H3+,� &RYHUHG HQWLWLHV VKRXOG DOVR KDYH DSSURSULDWH PHDVXUHV WR UHJXODWH WKH

UHFHLSW� WUDQVIHU� ZLSH� DQG UHXVH RI VXFK GHYLFHV DQG HOHFWURQLF PHGLD�

&XVWRPHUV VKRXOG FRQVLGHU HVWDEOLVKLQJ DSSURSULDWH XVDJH DQG DFFHVV FRQWURO SROLFLHV DQG SURFHGXUHV IRU GHYLFHV DQG HOHFWURQLF

PHGLD FRQWDLQLQJ H3+, WR PDQDJH WKH UHFHLSW� WUDQVIHU� ZLSH� DQG UHXVH RI VXFK GHYLFHV DQG HOHFWURQLF PHGLD�

3LQJ&$3
V FXUUHQW EXVLQHVV GDWD LV VWRUHG RQ WKH FORXG SODWIRUP� DQG FRUUHVSRQGLQJ HTXLSPHQW PDQDJHPHQW SURFHGXUHV KDYH

EHHQ LPSOHPHQWHG IRU GHYLFHV DQG HOHFWURQLF PHGLD LQYROYLQJ H3+, WR HQVXUH WKH SURWHFWLRQ RI LQIRUPDWLRQ DVVHWV� GHYLFHV DQG

HOHFWURQLF PHGLD�

&ORXG ,QIUDVWUXFWXUH 6HFXULW\
$V D IXOO\ PDQDJHG GDWDEDVH DV D VHUYLFH �'%DD6�� 7L'% &ORXG LQWURGXFHV WKH RSHQ�VRXUFH +\EULG 7UDQVDFWLRQ DQG $QDO\WLFDO

3URFHVVLQJ �+7$3� GDWDEDVH 7L'% WR WKH FXVWRPHUVŖ FORXG� $V D UHVXOW� FXVWRPHUV FDQ FUHDWH 7L'% &ORXG FOXVWHUV WR TXLFNO\ EXLOG

PLVVLRQ�FULWLFDO DSSOLFDWLRQV RQ *RRJOH &ORXG 3ODWIRUP �*&3� DQG $PD]RQ :HE 6HUYLFHV �$:6��

��



8QGHU WKLV EXVLQHVV PRGHO� SXEOLF FORXG VHUYLFHV DUH RQH RI WKH NH\ IDFWRUV VXSSRUWLQJ WKH EXVLQHVV� 7KHUHIRUH� 3LQJ&$3 UHJXODUO\

UHYLHZV RU HYDOXDWHV DXGLW UHSRUWV SXEOLVKHG E\ WKLUG�SDUW\ FORXG VHUYLFH SURYLGHUV WR HQVXUH WKH VHFXULW\ DQG UHOLDELOLW\ RI WKH FORXG

VHUYLFHV� )RU WKH VHFXULW\ RI FORXG VHUYLFH SURYLGHUV� SOHDVH UHIHU WR WKH IROORZLQJ OLQNV�

$:6 &RPSOLDQFH

*&3 &RPSOLDQFH

,QFLGHQW 0DQDJHPHQW DQG %UHDFK 1RWLıFDWLRQ
3LQJ&$3 KDV LQIRUPDWLRQ VHFXULW\ LQFLGHQW PDQDJHPHQW SROLFLHV DQG SURFHGXUHV LQ SODFH� HVWDEOLVKHV D PDQDJHPHQW UHVSRQVLELOLW\

V\VWHP� DQG DSSRLQWV WKH 3LQJ&$3 ,QIRUPDWLRQ 6HFXULW\ DQG 3ULYDF\ 3URWHFWLRQ &RPPLWWHH WR EH UHVSRQVLEOH IRU LQIRUPDWLRQ

VHFXULW\ LQFLGHQW UHVSRQVH WR HQVXUH VHFXULW\ LQFLGHQW PDQDJHPHQW SROLFLHV DQG SURFHGXUHV DUH HĳHFWLYHO\ LPSOHPHQWHG ZLWKLQ WKH

FRPSDQ\� 3LQJ&$3 FODVVLıHV LQIRUPDWLRQ VHFXULW\ LQFLGHQWV DFFRUGLQJ WR PXOWLSOH IDFWRUV� LQFOXGLQJ WKH QDWXUH RI LQFLGHQWV DQG WKH

LPSDFW RQ WKH FRPSDQ\ DQG FXVWRPHUV� 6HFXULW\ LQFLGHQWV ZLOO EH KDQGOHG DFFRUGLQJ WR WKH LQWHUQDO LQFLGHQW UHSRUW� LQFLGHQW

LQYHVWLJDWLRQ DQG KDQGOLQJ SURFHVVHV� DQG FRUUHFWLYH DFWLRQ SURFHVVHV WR PLQLPL]H WKH LPSDFW RI WKH LQFLGHQW�

3LQJ&$3 UHFRUGV WKH HQWLUH SURFHVVLQJ LQ GHWDLO ZKLOH KDQGOLQJ LQIRUPDWLRQ VHFXULW\ LQFLGHQWV� UHYLHZV DQG VXPPDUL]HV LQFLGHQWV

DIWHU FRPSOHWLQJ WKH SURFHVVLQJ� DQG UHJXODUO\ UHYLHZV RU UHKHDUVHV WKHVH UHFRUGV WR DYRLG UHSHDWLQJ WKH VDPH VHFXULW\ SUREOHP�

,Q DGGLWLRQ� 3LQJ&$3 KDV HVWDEOLVKHG D GDWD EUHDFK UHVSRQVH DQG QRWLıFDWLRQ PHFKDQLVP WKDW PHHWV WKH UHTXLUHPHQWV RI +,3$$�

3LQJ&$3 ZLOO LQLWLDWH WKH VHFXULW\ LQFLGHQW UHVSRQVH SURFHVV LQWHUQDOO\ ZKHQ LW GLVFRYHUV DQG FRQıUPV D GDWD EUHDFK LQFLGHQW� $

GHGLFDWHG SHUVRQ ZLOO EH UHVSRQVLEOH IRU WKH EUHDFK LQYHVWLJDWLRQ DQG PDWHULDO SUHSDUDWLRQ� 3LQJ&$3 VXSSRUWV FXVWRPHUV DV

DSSURSULDWH IRU GDWD EUHDFK LQFLGHQWV DFFRUGLQJ WR FXVWRPHUV
 QHHGV�

%XVLQHVV $VVRFLDWH $JUHHPHQW
$V +,3$$ UHTXLUHV� FRYHUHG HQWLWLHV PXVW HQWHU LQWR %XVLQHVV $VVRFLDWH $JUHHPHQWV �%$$V� ZLWK WKHLU EXVLQHVV DVVRFLDWHV WR HQVXUH

WKDW EXVLQHVV DVVRFLDWHV WDNH DSSURSULDWH VWHSV WR SURWHFW 3+, IURP XQODZIXO DFFHVV RU GLVFORVXUH� 6LJQLQJ D %$$ LV DOVR LPSRUWDQW

WR GHıQH ERWK SDUWQHUV
 UHVSRQVLELOLWLHV DQG FODULI\ 3+,
V OHJDO XVH VFHQDULRV�

3LQJ&$3 LV UHJDUGHG DV D %XVLQHVV $VVRFLDWH �%$� XQGHU +,3$$ DQG KDV SUHSDUHG WKH %XVLQHVV $VVRFLDWH $JUHHPHQW �%$$�

DFFRUGLQJ WR +,3$$ UHTXLUHPHQWV� &XVWRPHUV FDQ HQWHU D %$$ ZLWK 3LQJ&$3 DFFRUGLQJ WR WKH VHUYLFH HQJDJHG�

6HFXULW\�3ULYDF\ 4XDOLıFDWLRQ DQG 5HJXODWLRQ
&RPSOLDQFH
3LQJ&$3 FRPSOLHV ZLWK WKH UHTXLUHPHQWV RI SULYDF\ ODZV DQG UHJXODWLRQV ZKHUH LW RSHUDWHV DQG DFWLYHO\ EHQFKPDUNV DJDLQVW

LQGXVWU\ VHFXULW\ FRPSOLDQFH VWDQGDUGV� 3LQJ&$3 KDV REWDLQHG ,62�,(& ������ ,62�,(& ������ 62& �� DQG 3&, '66 VHFXULW\

FHUWLıFDWLRQ DQG FUHGHQWLDOV� ,Q DGGLWLRQ� 3LQJ&$3 DOVR UHFHLYHG WKH H3ULYDF\ VHDO� DQ (8 SULYDF\ FHUWLıFDWH YHULıHG E\ DQ

DXWKRULWDWLYH WKLUG SDUW\ WR HQVXUH FRPSOLDQFH ZLWK (8 *'35 UHTXLUHPHQWV�

&HUWLıFDWLRQ 'HVFULSWLRQ

,62�,(& ������ ����
,QIRUPDWLRQ VHFXULW\ PDQDJHPHQW V\VWHP LV D VHW RI VHFXULW\
PDQDJHPHQW V\VWHP VWDQGDUGV ZLGHO\ UHFRJQL]HG E\ WKH LQGXVWU\�
ZKLFK KDV EHHQ UHJDUGHG DV WKH PRVW DXWKRULWDWLYH DQG VWULFW

��
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LQIRUPDWLRQ VHFXULW\ V\VWHP FHUWLıFDWLRQ VWDQGDUG LQ WKH ZRUOG DQG LV
DFFHSWHG ZRUOGZLGH�

,62�,(& ������ ����

3ULYDF\ LQIRUPDWLRQ PDQDJHPHQW V\VWHP� ,W LV WKH ıUVW SULYDF\
LQIRUPDWLRQ PDQDJHPHQW V\VWHP VWDQGDUG ZLWK D FRPSOHWH
RSHUDWLRQ ORRS RI 3'&$� ,W GHWDLOV WKH UHTXLUHPHQWV IRU HVWDEOLVKLQJ�
LPSOHPHQWLQJ� PDLQWDLQLQJ� DQG FRQWLQXRXVO\ LPSURYLQJ D SULYDF\
LQIRUPDWLRQ PDQDJHPHQW V\VWHP� FRQVLGHULQJ WKH SULYDF\
VDIHJXDUGV UHTXLUHG IRU WKH SURFHVVLQJ RI SHUVRQDOO\ LGHQWLıDEOH
LQIRUPDWLRQ �3,,� LQ DGGLWLRQ WR LQIRUPDWLRQ VHFXULW\ SURWHFWLRQV�

62&� $XGLW

62& � �7\SH ,,� 5HSRUW� $Q LQGHSHQGHQW WKLUG�SDUW\ DVVXUDQFH UHSRUW
WKDW VSHFLıFDOO\ DGGUHVVHV F\EHUVHFXULW\ DQG SULYDF\ VWDQGDUGV WKDW
UHSUHVHQW WKDW DQ RUJDQL]DWLRQ KDV DFKLHYHG LWV VHUYLFH
FRPPLWPHQWV DQG V\VWHP UHTXLUHPHQWV EDVHG RQ WKH 7UXVW 6HUYLFHV
6WDQGDUGV IRU 6HFXULW\� $YDLODELOLW\� &RQıGHQWLDOLW\� DQG 3ULYDF\ LQ
6HFWLRQ ��� RI WKH 7UXVW 6HUYLFHV 6WDQGDUGV GHYHORSHG E\ WKH
$PHULFDQ ,QVWLWXWH RI &HUWLıHG 3XEOLF $FFRXQWDQWV�

*'35 H3ULYDF\ *PE+ &HUWLıFDWLRQ

7KH DXWKRULWDWLYH FHUWLıFDWLRQ RI JOREDO GDWD VHFXULW\ DQG SULYDF\
SURWHFWLRQ� H3ULYDF\ HYDOXDWHV WKURXJK ERWK OHJDO DQG WHFKQLFDO
GLPHQVLRQV WR HQVXUH WKDW SURGXFWV FRPSO\ ZLWK WKH UHTXLUHPHQWV RI
WKH *HQHUDO 'DWD 3URWHFWLRQ 5HJXODWLRQ �*'35�� 7KLV FHUWLıFDWLRQ
KDV D ZLGH LQĲXHQFH LQ WKH (8 DQG HYHQ WKH ZRUOG�

3&, '66
3D\PHQW &DUG ,QGXVWU\ 'DWD 6HFXULW\ 6WDQGDUG �3&, '66�� 'HVLJQHG
WR SURPRWH DQG HQKDQFH FDUGKROGHU GDWD VHFXULW\ DQG IDFLOLWDWH WKH
ZLGHVSUHDG DGRSWLRQ RI JOREDO GDWD VHFXULW\ PHDVXUHV�

&RQFOXVLRQ
7KLV ZKLWHSDSHU KHOSV FXVWRPHUV WR OHDUQ PRUH DERXW KRZ 3LQJ&$3 LPSOHPHQWV +,3$$ UHTXLUHPHQWV DV D EXVLQHVV DVVRFLDWH�

HQVXULQJ FXVWRPHUV XVH 3LQJ&$3 GDWDEDVH VHUYLFHV VHFXUHO\ DQG FRQıGHQWO\�

7KLV DUWLFOH LV IRU LQIRUPDWLRQDO SXUSRVHV RQO\ DQG KDV QR OHJDO HĳHFW RU FRQVWLWXWH OHJDO DGYLFH� &XVWRPHUV VKRXOG HYDOXDWH WKHLU XVH

RI WKH GDWDEDVH VHUYLFHV DSSURSULDWHO\ DQG HQVXUH +,3$$ UHTXLUHPHQWV DUH PHW ZKHQ XVLQJ 3LQJ&$3 SURGXFWV RU VHUYLFHV�

��




